
ANNEX 1 

 

Reporting Template for Major Operational or Security Incidents 

 

 

 

□ Initial report within 4 hours of incident detection 

□ Intermediate report no more than 3 business days since previous report  

□ Last intermediate report 

□ Final report within 2 weeks of incident closure 

□ Incident reclassified as non-major Explanation:  

  

  

  

 

 

Report date dd/mm/yyyy Time hh:mm 

 
Incident identification number (for intermediate and final report) nnnnnnnnnnnnnnnnnnnn 

 

 

 

A – Initial report 

 

A 1 – General Information 

 

Affected Payment Service Provider (PSP) 
PSP name  
PSP authorization date  
Jurisdiction/s affected by the incident  
Primary contact 

person 

 
E-mail  Telephone 

 

Secondary contact 

person 

 
E-mail  Telephone 

 

 

 

A 2 – Incident Detection and Initial Classification 

 
Date and time of detection of the 

incident 

dd/mm/yyyy ; hh:mm 

Incident detected by (*) 

- If “Another internal 

function within the PSP”, 

indicate which; 

- If “Other”, explain 

 

Short and general description of the 

incident 
 

Estimated time for the next update dd/mm/yyyy ; hh:mm 

 
(*) Scroll-down menu 

- Payment service user 

- PSP IT function 

- Another internal function within the PSP 

- Other 

 

 

 

 



 

B – Intermediate Report 

 

B 1 – General Information 

 
More detailed description of the 

incident  
- What specific issue the PSP is facing; 

- How it happened and developed;  

- Possible relations with a previous incident;  

- Consequences, especially for payment 

service users;  

- How the incident has been detected;  

- Areas affected;  

- Actions/measures taken so far;  

-  Third parties affected, if any. 

 

Date and time of beginning of the 

incident 

dd/mm/yyyy ; hh:mm 

Incident status 
□ Diagnostics □ Recovery 
□ Repair □ Restoration 

Date and time when the incident was 

restored or is expected to be restored 
dd/mm/yyyy ; hh:mm 

 

 

B 2 – Incident Classification and Information on the Incident 

 

Overall impact 
□ Integrity □ Confidentiality □ Continuity 
□ Availability □ Authenticity  

Transactions affected 

(**) 
Number of 

transactions 

affected 
 □ Actual figures □ Estimations 

As a % of the 

regular level of 

transactions 
 □ Actual figures □ Estimations 

Value (in euro) 

of the 

transactions 

affected 

 □ Actual figures □ Estimations 

Comments  

Payment service users affected 

(***) 
Number of 

payment service 

users affected 
 □ Actual figures □ Estimations 

As a % of the 

total number of 

payment service 

users 

 □ Actual figures □ Estimations 

Service downtime 
(****) 

Total service 

downtime 
dd;hh;mm □ Actual figures □ Estimations 

Economic impact 

(*****) 
Direct costs 

(euro) 
 □ Actual figures □ Estimations 

Indirect costs 

(euro) 
 □ Actual figures □ Estimations 

 

 

 

 



High level of internal escalation 

□ Yes 

□ Yes and crisis 

mode has been (or is 

likely to be) 

activated 

□ No 

Short description of 

the level of internal 

escalation of the 

incident 

 

Other PSPs or relevant infrastructures 

potentially affected 

□ Yes  □ No 

Short description on 

how the incident 

might affect other 

PSPs and/or 

infrastructures 

 

Reputational impact 

□ Yes  □ No 

Short description on 

how the incident may 

affect the reputation 

of the PSP 

 

 
 

(**) Scroll-down Menu 

- > 10% of the regular level of transactions or > 100,000 euros 

- > 25% of the regular level of transactions or > 5,000,000 euros 

 

(***) Scroll-down Menu 

- > 500 or > 10% of the payment service users 

- > 5,000 or > 25% of the payment service users 

 

(****) Scroll-down Menu 

- > 2 hours 

- > 1 day 

 

(*****) Scroll-down Menu 

- Not applicable 

- Max (0,1 % capital; 200,000 euros) 

- > 5,000,000 euros 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

B 3 – Incident Description 

 
Type of Incident □ Operational  □ Security 

Cause of incident 

□ Under 

investigation 
Type of attack:  

□ External attack □ Distributed/Denial of Service (D/DoS) 
□ Internal attack □ Infection of internal systems 
□ External events □ Targeted intrusion 
□ Human error □ Other 
□ Process failure If “Other”, specify:  
□ System failure   
□ Other Specify:  

How the incident affects the PSP 

□ Directly  □ Indirectly 

If “indirectly”, 

include the 

counterparts 

potentially affected 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

B 4 – Incident Impact 

 
Building(s) affected (Address), 

if applicable 
 

Commercial channels affected 

□ Head office □ E-mail services □ ATMs 

□ Telephone services □ SecureMail 
□ Points of sale 

(POS) 
□ Other   
If “Other”, specify:  

Payment services affected 

□ Cash placement on 

a payment account 
□ Credit transfers 

□ Issuing of 

payment instruments 

□ Cash withdrawal 

from a payment 

account 

□ Direct debits □ Other 

□ Operations 

required for 

operating a payment 

account 

□ Card payments  

If “Other”, specify:   

Functional areas affected 

□ Authentication/ 

Authorisation 
□ Clearing □ Indirect settlement 

□ Communication □ Direct settlement □ Other 

If “Other”, specify:   

Systems and components affected 

□ Application / 

Software 
□ Hardware □ Other 

□ Database 
□ Network/ 

Infrastructure 
 

If “Other”, specify:  

Staff affected 

Brief description on 

how the incident 

may affect the PSP’s 

staff 

 

 

 

B 5 – Incident Mitigation 

 
Actions/measures that have been 

taken so far or are planned to recover 

from the incident 

 

Activation of the operational 

continuity plans and/or disaster 

recovery plans 

□ Yes □ No 
If yes, when: dd/mm/yyyy ; hh:mm 

If yes, brief description:  
Cancellation or weakening of the 

intensity of some control measures 

due to the accident 

□ Yes □ No 

If yes, brief description:  

 

 

 

 

 

 

 

 

 

 

 

 



 

C – Final report 

 
If no intermediate report has been sent, please also complete Section B 

 

C 1 – General Information 

 
Update of the information from the 

intermediate report (summary) 
- Actions taken to recover from the incident 

and avoid its recurrence;  

- Final remediation actions taken; 

- Analysis of the root cause;  

- Lessons learned; 

- Additional actions taken; 

- Any other relevant information 

 

Date and time of closing of the incident dd/mm/yyyy ; hh:mm 
If the PSP had to cancel or weaken 

some controls because of the incident 

are the original controls back in place? 

□ Yes □ No 

If yes, brief explanation:  

 

 

C 2 – Root Cause Analysis and Follow-up 

 
What was the root cause, if already 

known? 
 

Main corrective actions/measures taken 

or planned to prevent the incident from 

occurring again in the future, if already 

known 

 

 

 

C 3 – Additional Information 

 

Has the incident been shared with other 

PSPs for information purposes? 

□ Yes □ No 

If yes, provide details:  
Has any legal action/claim been 

taken/presented against the PSP? 

□ Yes □ No 
In yes, provide details:  

 


